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PHISHING 

Phishing is a psychological attack used by cyber criminals to trick you into 

giving up information or taking action. Phishing is originally described as 

email attacks that would steal your online username, password, and any other 

message-based attack. 

These attacks begin with a cyber criminal sending a message pretending to be 

from someone or something you know, such as a friend, your bank or a well­

known store. They will not only use emails, but will also use other methods, 

such as instant messaging or social media posts. 

SAFETY TIPS 

• Do not click on links or icons in unsolicited emails.
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• Do not reply to these emails. Delete them immediately.

• Do not believe the content of unsolicited emails blindly. If you are

worried about what is alleged, use your own contact details to 

contact the sender to confirm. 

• Keep your operating system, browser, and antivirus software up to date on your

personal computer/laptop or cell phone, as they include important security 

enhancements to help detect phishing sites and malware. 

• Don't send emails that contain personal information, such as your

card number and expiry date. 

• Should you realise that you have responded to a phishing mail, change your

internet banking credentials immediately and advise your bank. 

• Install a spam blocker on your email system. This will ensure that

fraudsters find it difficult to send you phishing emails. 

VISHING 

Vishing is when a fraudster phones a victim posing as a bank official or service 

provider, and uses social engineering skills to manipulate them into disclosing 

confidential information, while at the same time leading them to believe that 

they are speaking to the bank or service provider. This information is then used 

to defraud the victim. 
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Mercantile Bank a division of Capitec Bank Limited Reg. No: 1980/003695/06. 

An authorised financial services provider (FSP46669) and registered credit provider (NCRCP13).

CELLPHONE BANKING 

The mobility of your cellphone allows you to bank at any time from 

practically anywhere. It is a safe way of doing your banking as it relies 

on encrypted SMS messages or secure WAP connections. WAP uses 

similar security as that used by Internet Banking. It is therefore 

important to make sure that your cellphone is locked at all times and 

that the latest software is downloaded to ensure your safety. 

Memorise your PIN; never write it down or share it with anyone. 

Make sure no one can see you entering your PIN. 

Choose an unusual PIN that is hard to guess, and change it often. 

Remember, for your own security you are required to re-enter your PIN before each transaction. 

If you think your PIN has been compromised, visit your nearest branch and change it immediately. 

Protect your phone content and personal information by using a PIN or password to access your phone. Do not leave your phone unlocked. 

Do not respond to competition SMS's or MMS's. 

If you receive a phone call requesting personal information, do not respond and end the call. 

If you use a smartphone, install an up-to-date anti-virus application to your cellphone. Most banks provide this free of charge to their customers. 
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